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ABSTRACT

Recently, cyber threats are frequently occurring in ICS(industrial control systems) of government agencies, infrastructure,
and manufacturing companies. In order to cope with such cyber threats, it is necessary to apply CTI to ICS. For this
purpose, a security information collection system is needed. However, it is difficult to install security solution in control
devices such as PLC. Therefor, it is difficult to collect security information of ICS. In addition, there is a problem that the
security information format generated in various assets is different. Therefore, in this paper, we propose an efficient method
to collect ICS security information. We utilize CybOX/STIX/TAXII CTI models that are easy to apply to ICS. Using this
model, we designed the formats to collect security information of ICS assets. We created formats for system logs, IDS logs,
and EWS application logs of ICS assets using Windows and Linux. In addition, we designed and implemented a security
information collection system that reflects the designed formats. This system can be used to apply monitoring system and
CTI to future ICS.
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EventID description
4624 logon success
4625 logon fail
4634 logoff
4720 create user account
4726 delete user account
4738 change user account
4732 add local group member
4688 create process
4689 exit process
4608 start windows
4609 shut down windows
4612 loss of windows event log
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Table 2. Important Fields in Windows Event Log

Field Name Type
EventID EventIDType
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Level WinEventLevel TypeEnum
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UnsignedIntegerObjectProperty
ProssesorID
Type
Correlation | CorrelationType
Event . .
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Table 3. Major Subsystem of Linux

# name description
0 kern kernel-level message
1 user user-level message
2 mail mail system
3 daemon | system daemon
4 auth security & authentication
5 syslog general message
9 cron cron daemon
10 authpriv | security & privilage
11 ftp ftp daemon

16-23 | local 0-7 | local using
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